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PART A: Vocabulary

Directions: Choose the word or phrase (1), (2), (3), or (4) that best completes each sentence.
Then mark the answer on your answer sheet.

Growing older and more decrepit appeared to be an ---------- and necessary part of being
human.
1) inevitable 2) intangible 3) unforeseeable 4) unsentimental
I don’t really think I’d have the ---------- to finish a marathon!
1) concern 2) candor 3) endurance 4) autonomy
Her marriage started to improve once her husband finally ---------- he had an anger
problem and began to take counseling,
1) identified 2) emerged 3) hesitated 4) acknowledged
Society is an interdependent system that ---------- widespread cooperation to function.
1) proceeds 2) requires 3) fascinates 4) conveys
Our blue planet is a ---------- . Life depends on water, yet in its natural form, the water in
the oceans will not sustain us because we cannot drink salt water.
1) refuge 2) remedy 3) paradox 4) vacillation
I thought I was buying a/an ---------- native Indian carving, but discovered later that it
was machine-made.
1) genuine 2) definitive 3) secretive 4) artificial
The entrepreneur had a well-deserved reputation for ---------- , having accurately
anticipated many changes unforeseen by established business leaders.
1) modesty 2) hindsight 3) prescience 4) extroversion
Studies of longevity among turtles are sometimes ---------- by the fact that the subjects
live so long that researchers retire before the studies can be completed.
1) stabilized 2) hampered 3) diversified 4) verified
Kevlar is a ---------- new material which is used for everything from airplane wings, to
bullet-proof vests, to hockey sticks.
1) prescriptive 2) versatile 3) dormant 4) derivative

10- If exploitation of the planet’s resources continues as at present, then the lifestyle we
currently enjoy ---------- the risk of causing significant damage to the world.
1) proposes 2) puts 3) shapes 4) runs
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PART B: Cloze Test

Directions: Read the following passage and decide which choice (1), (2), (3), or (4) best fits
each space. Then mark the correct choice on your answer sheet.

Scientists and philosophers have been grappling with the relationship between
language and thought for centuries. There have always been (11) ---------- that our
picture of the Universe depends on our native tongue. Since the 1960s, however,
(12) --mmmmmee- the ascent of thinkers like Noam Chomsky, and a host of cognitive
scientists, (13) ---------- that linguistic differences don’t really matter, (14) ----------
language is a universal human trait, and that our ability to talk to one another owes
more to our shared genetics (15) -----—--—-—-- . But now the pendulum is beginning to
swing the other way as psychologists re-examine the question.

11- 1) that they argue 2) those who argue
3) an argument by those 4) arguing those who
12- 1) with 2) for 3) by 4)in
13- 1) whose consensus 2) who has the consensus
3) the consensus has been 4) 1s the consensus
14- 1)a 2) the 3) what 4) that
15- 1) and our cultures vary 2) than to our varying cultures
3) than our cultures that vary 4) as to our varying cultures

PART C: Reading Comprehension
Directions: Read the following three passages and answer the questions by choosing the best

choice (1), (2), (3), or (4). Then mark the correct choice on your answer sheet.

PASSAGE I:

Data encryption, also called encryption or encipherment, is the process of disguising
information as "ciphertext," or data unintelligible to an unauthorized person. Conversely,
decryption, or decipherment, is the process of converting ciphertext back into its original
format. Manual encryption has been used since Roman times, but the term has become
associated with the disguising of information via electronic computers. Encryption is a
process basic to cryptology.

Computers encrypt data by applying an algorithm—i.e., a set of procedures or
instructions for performing a specified task—to a block of data. A personal encryption
key, or name, known only to the transmitter of the message and its intended receiver,
is used to control the algorithm’s encryption of the data, thus yielding unique
ciphertext that can be decrypted only by using the key.

Since the late 1970s, two types of encryption have emerged. Conventional
symmetric encryption requires the same key for both encryption and decryption. A
common symmetric encryption system is the Advanced Encryption Standard (AES),
an extremely complex algorithm approved as a standard by the U.S. National Institute
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17-

18-

19-

20-

of Standards and Technology. Asymmetric encryption, or public-key cryptography,
requires a pair of keys; one for encryption and one for decryption. It allows disguised
data to be transferred between allied parties at different locations without also having
to transfer the (not encrypted) key. A common asymmetric encryption standard is the
RSA (Rivest-Shamir-Adleman) algorithm.

Encryption keys selected at random and of sufficient length are considered almost
impregnable. A key 10 characters long selected from the 256 available ASCII
characters could take roughly 40 billion centuries to decode, assuming that the
perpetrator was attempting 10,000 different keys per second.

Which of the following terms is NOT defined in the first paragraph?

1) Encipherment 2) Cryptology 3) Ciphertext 4) Decryption
According to paragraph 2, a personal encryption key is ---------- A

1) a set of procedures or instructions for performing a task

2) only known to the receiver of the encrypted message

3) used to accelerate the transmission of a message

4) needed for decrypting a ciphertext

What are two types of encryption that have emerged since the late 1970s?
1) Symmetric encryption and asymmetric encryption

2) Conventional encryption and standard encryption

3) Advanced encryption and common encryption

4) Private encryption and public-key encryption

The word “it” in paragraph 3 refers to ----------- .

1) pair 2) decryption

3) asymmetric encryption 4) key

According to the last paragraph, a random 10-character encryption key ----------- ;
1) can take 40 billion various forms 2) can be very strong

3) has insufficient length 4) is too weak

PASSAGE 2:

Since the first widespread Internet worm incident in 1988, computer worms have
become a major Internet threat and a subject of increasing academic research. This
worm, known as the Morris Worm, was written by Cornell University student Robert
Morris. Morris’s worm infected Sun Microsystems Sun 3 and VAX hosts running
versions of 4 BSD UNIX by exploiting flaws in several standard services. Although
there is no strong consensus as to the definition of a worm, the general notion of a
worm can be understood by way of contrast with viruses. A virus is a program that can
‘infect’” another program through modification to include a copy of itself. Worms, in
contrast, are often characterized as not requiring another program for execution or
another agent for activation, that is, a worm can execute and propagate itself
autonomously. This characterization of worms as malcode that does not require human
intervention for propagation is, however, not universally accepted. For example,
Kienzle and Elder (2003) define worms as malicious code that propagates over a
network, either with or without human intervention. Such a definition includes e-mail-
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based mass-mailer viruses, a category that would be largely excluded it the need for
human intervention is excluded from the definition of a worm.

In the years following the Morris Worm, many new worms have been observed.
From a network security perspective, worms represent a special category of threat due
to the fact that worms attack on large spatial and short temporal scales. For example,
on July 19, 2001, more than 359,000 computers were infected by the Code Red worm
in less than 14 hours. As rapid as this infection was, attacks on shorter temporal scales
are possible, a point made theoretically by Staniford, Paxson, and Weaver (2002) and
later demonstrated by the Slammer worm, which in 2003 infected 90% of vulnerable
hosts within 10 minutes. Such rapid attacks are too fast for human-mediated
countermeasures, and thus have motivated the development of automated detection
and defense systems.

According to paragraph 1, who was Robert Morris?

1) A Cornell University student who wrote his thesis on computer worms
2) A programmer who worked at Sun Microsystems

3) The writer of the first widespread Internet worm

4) A student who combated a major Internet threat

Which of the following is true about a worm?

1) Experts do not fully agree on one specific definition for it.

2) It is very similar to a virus and cannot be contrasted with it.

3) It is a program that can infect other programs.

4) It needs another agent for activation.

Based on the definition of worms provided by Kienzle and Elder (2003), ----------- ;
1) worms propagate themselves autonomously

2) a network 1s not required for the spread of worms

3) worms require human intervention for propagation

4) e-mail-based mass-mailer viruses are considered to be worms

Why do worms form a special category from a network security perspective?
1) They can infect all computers in 14 hours.

2) They spread widely and rapidly.

3) They attack in large numbers.

4) They have may new forms.

The word “detection” in paragraph 2 is closest in meaning to --------- ;
1) inactivation 2) transmission 3) discovery 4) destruction
PASSAGE 3:

Gained from intercepting, processing, and analyzing foreign electrical communications
and other signals, signals intelligence (often called SIGINT) comprises three elements:
communications, electronics, and telemetry.

Communications intelligence is gleaned from foreign communications that are
intercepted by other than the intended recipients. Such intelligence can be of the
greatest value to a nation’s fighting forces because it allows them to be privy to the
strategies, weaknesses, and attitudes of the enemy. For example, before and during
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World War II, the U.S. Navy’s breaking of the Japanese PURPLE code allowed the
United States to know of Japanese moves in advance. It even provided warning of the
attack on Pearl Harbor, although this intelligence was not sent to Hawaii quickly
enough to prevent the debacle.

Electronics intelligence (also called ELINT) is technical and intelligence
information obtained from foreign electromagnetic emissions that are not radiated by
communications equipment or by nuclear detonations and radioactive sources. By
analyzing the electronic emissions from a given weapon or electronic system, an
intelligence analyst can very often determine the purpose of the device.

Telemetry intelligence is technical information that is derived from intercepting,
processing, and analyzing foreign telemetry data. For example, by intercepting the
telemetry signals emitted during foreign ballistic missile tests, an intelligence agency
can calculate the range, accuracy, and number of warheads of the weapon.

What is the best title for the passage?

1) Elements of SIGNIT 2) Communications Intelligence

3) SIGNIT Services 4) Sources of Intelligence

It is stated in paragraph 2 that communications intelligence is most valuable to --------- g
1) the U.S. Navy 2) a nation’s strategists

3) communications specialists 4) a country’s fighting forces

According to paragraph 2, breaking of the Japanese PURPLE code ---------- .

1) was a major turning point during the first World War

2) helped the Japanese in their attack on Pearl Harbor

3) did not effectively help Hawaii

4) prevented the debacle in Hawaii

Which of the following statements is true about ELINT?

1) It analyzes radiations from nuclear bombs or radioactive sources.

2) It focuses on electronic emissions from enemy’s communications equipment.

3) It is technical and intelligence information gleaned from interception of foreign
communications.

4) It is gained from electromagnetic emissions from a weapon or system to identify its
purpose.

What is the main type of intelligence that can be gathered during foreign ballistic missile

tests?

1) Telemetry intelligence 2) Electronics intelligence

3) Communications intelligence 4) Human intelligence
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